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Atomation S2S APIs
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Atomation REST APl documentation and testing is available online on https://atapi.atomation.net/s2s-
api-docs

It is built as follows:

Top level view:

Atomation 3rd party Server-to-Server API —

Introduction Authentlcatlon
settings

Set of APIs for 3rd parties, allowing them to automatically extract Atomation data in JSON format, and use that information for data analysis or integrate it in their Bl applications.

sections /
Schemes

data APIs for extracting data generated by Atomation devices and sensors A

- /sensors_readings Returns sensors samples 2
REST POST /sensors_events Returns sensors events B
end pOInts authentication Authentication and token management endpoints ~

\ B Jauth/login s2slogin

Jauth/token s2stoken generation

Here we see the endpoints that are available, without the details of each endpoint.
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Request details:
After clicking and opening an endpoint, details with an example of the request body values is presented:

Endpoint description Endpoint requires authorization

data APIs for extracting data generated by Atomation devices and sensors v

m /sensors_readings Returnssensors samples \A 8

This API returns samples read by sensors, filtered by:

i. devices, defined by an array of 0 or more “mac” addresses

ii. Start and end date

Parameters Try it out

Name Description

request_body

Example Value | Model

(body)
"ce 9:13",
"DC:27:1C:75:B2:17"
Parameter content type
application/json \ v ]
Request body Example Tab Request body Model Tab

Option to test the API call

But after clicking the request body “Model” tab there, the request’s JSON structure will be presented,
with details about request body fields, their types, possible values and descriptions:

m /sensors_readings Returns sensors samples a

This API returns samples read by sensors, filtered by:
i. devices, defined by an array of 0 or mare “mac” addresses

ii. Start and end date

Parameters Try it out

Name Description

request _body

Filters > (...}

Limit ~ {
description: o pages, with
le in positi
page number
Along with page_size, returns all filtered elements that fit inside this page number. Numbering starts at 1.
page_size number
a. The element count used when creating the pagination
b. the maximum number of elements that will be returned with each page request
}
Model tab with option to Atomation Inc. | 190 Carondelet, Suite 1130 | St. Louis, MO 63105
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Response
The various endpoint response options are specified as follows: JSON Model

Example JSON response description
Successful response

Responses
Code
4 successful login
Example Value
"code™: 280,
"message”: "M,
"data": |
"token”:
"ayJhbGei0i JIUZI1NG IsInRScCI6TkpXVC IS . ey J1OWFpbCISInZhbG1vbnRAYXRVDNF oakouLms 1dCIsInIvbGLH Ons X2 1kI o iNWHSNZMSMzNhY  cSZDYyOThhM2 FhZTH2T iwi ceos ZVapZCI6ImUoY ZESNGVKLWQS YWUENGZYS
84ZDcoL TEzHTI1MT FmZDQ205IsInR5c6Ui 0 JhZGa fSwi dXNLc1R5c6U 04 JhZGei LCIheHBFdGarZWa- 04 19 Zj NhHmFLOGHSZ 1M RmMj BINWY S Y2 ImY zFmlj QzMGQzMzkoZ jHS T iwidXN1c19pZCI61  VicNmY SN2 M2NzUSHWI i HD
AxHDCSNGUzMyTsInVzZXI FdGor ZWa- i IS00YxMGEY Y2U4ZmUSInZ i YTI2Y UzN2Z 1 ZDQzZWIwh i Is ImFweGxpY2 Foakou L] pbT Vi jUSNWES ZT hicYmHIHTQxZ Th1MGT 1Ny JdLCI S dXNpbmVze191 balaX2 1kT] of NWQ2Zj VAHTR10G
RiY2QxNDFLODVINGIhT iwi YnVzaWs 1SN FdWSpdCI6T 1 Zhb61vbnQebWFpbi IsImFkbWLuX29mI§ pbl ] Vicimy LYTESZThkYmNKNT(hZ TE1YZR1 ¥S1dLCIFbG11bnRFai 07 11ZDZmNTi4Y2U426] ZDEQHWUNWHy YU LCIZMRNFYX
VeaGoyaXplZCT6dH] 175w aWFaT oxNTkaMzHxODIoLC11eHATOFE10TEzMzUBM RS . CNEV6_DIT3A0SKARCSNIHKBH] pvVSkesza:alm1 ™,
"expires_in 686 ,
"refresh_token":
E "eayJhbGeifi JTUZI 1N IsInRScCTETkpXVETS . eyjb611bnR fakiyi 04 T17DZmNTka' 24761 ZDECHWU4NWMy Y 2L LCIH dXNpbaVzc191 baleX2 kT oiN}2Z  VhHTRLOGR 1Y 20xNDF 10DV NGIhI fwidXN1cl9ab2 t 1biT6T jkal]
rror responses EwYTJiZThmZ TimZmIhMiNiNTHSZmIINDNLY A2 T fwi dXN1c191bWFpbCI6InZhb61vbnRAYXRVEWFosWou L ms 1dCT s InFwcF9ebzt Lbi 6 ImImM2Ey YWUAY zdmOWHy NGYyHGQLZ 1R YnZ jMWY2NDMwZDHz0 TRmiMzc 1 LCIy Yhskboe i 0
cIMTEzMC41NTA40DUGN] AzL CIpYXQi 0 ELOTEzMzE4Mi RS i LuJp1oEbFZWE aAx9pAT TWHOWIT 1ka Fxuuj £_QN-Znz"
H
H
300 - - o
user is connected to multiple applications
400

wrong password or other authentication error

Example Value | Model
v i
code number
example: 408
Authentication error (4xx)
msg string

example: Wrong wsername
error message

Wrong user name

Example Value

"code™: 484,
"msg": "Wrong usernsme™

H

Framnla Ualue | Mordel
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Testing the API endpoints:

A+-OMA-ION

It is possible to perform actual API calls to the server and check the responses:

After clicking the “Try it out” button of the desired endpoint, the request “Example Values” tab will be
become editable (as well as other request parameters in case such are available):

m /sensors_readings Returns sensors samples

Editable request body

Grey lock means that
Authorization is not set yet

T

This API returns samples read by sensors, filtered by:
i. devices, defined by an array of 0 or more “mac” addresses

ii. Start and end date

Parameters

Name

request_body

(body)

Cancel API test

Description

Example Value = Model

Cancel

\

"Filters": {

"end_date": "20-03-2020T11:57:58.800Z",

"mact: [

‘1C EB:AD:29:13",
"DC:27:1C:75:B2:17"

]

B
nlimite:
"page": 1,
"page_size": 108

"start_date": "10-04-2019720:56:47.0082",

Cancel

Parameter content type

[ application/json v

Perform the endpoint call
with given request
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After pressing the “Execute” button, the following information will be displayed:

The actual HTTP request that )

. Full endpoint URL
is sent to the server, as a curl

command

Responses Response content type | application/json
curl -X POST "https://test.atomation.net/api/v1/s2s/vl_8/sensors_readings" -H "accept: application/json" -H "Authorization: Bearer
eyJhbGci0i JIUzI1NI IsInR5cCI6TkpXVCI9 . ey TLbWF pbCI6InN1cHByenRAYXRVEWFOaWSuLmS LdCTs InJvbGUi OnsiX21kIj o NWMSNZHSMZNKY §c3ZDYyOThhM2 FhZTM2 T iwi cmOsZVSpZ CIEImUBY ZESNGVKLWQ3YWUNGZ i VS84ZDcLTEZ
MTILMTFmZDQ20STISINRSCGU 0 IhZGa1 FSuridXNLcLR5CGU101IhZ6017 LCIhcHBFdGOrZW4-i 01 J1Mj kwimF LOGH3Z] L jMj RmMBKNWY@Y2 ImVz FiNj QzMGQzMzkxZj £5T iwidXN1c19pZ CI615VkZDEOYWIzZThKYmNKNTQXZ TAXNWRMY SIS InVzZ
XJFdGOrZW41 01 1zbGZ 1 ZHBga2dwdDBwY3pdczBkeX]iaWt5dTBzdnZyNCIs InFwcGxpY2FOaW9uT j pbIjVkYjUANWESZThkYmNKMTQxZ Th1MGT 1Ny 1dLCi dXNpbmVzc191bml8X2 kI j oi NWRKMTRhMjRLOGR| Y2QxNDFLMDELYjcxT iwi YnVzal
51c3NfdW5pdCI6TKFOb21hdG1vbiBOZWFET wiVWRtaWS fb2Y 1011 NWVKZTU1Y] cyMmywh T cwMDEWYTKXZDEAT iwi NWVKZTUZODUyMmYwHT cwMDEWYTKXY 20x I 1wiNWRKMTRhNj RLOGR Y2QxNDF IMDELY] cxT165 ImNsahVud FOpZCI6I VkZDE
BNHZ1ZThIanNI\HTQxZTAxND]yDSIsInHv(lSthRuhSJpemVI\I]pE(n\IU LJpVXQ1B]El[lTIninVxNzllsIllVch]ﬁHTUSOTAzOT-:JNXB KRx6ktRk5S2hNU23EwDH24n] E7KgeAQoLNSbSa018" —H "Content-Type: application/json” [l
—d " Ustart date\": \"10-64-2010720:56-47_0007 "Limit : 1\ - 169 33
Request URL
https://test.atomation.net/api/vl/s2s/vl_8/sensor
Server response
Code Details
200
Response body
“code": 200,
"messag
"data": {
"readings_data":
{
1161.635,
2020-89-02T68
920-89-62T6!
triggers
“hus]ness
Download
in: =
connection: keep-alive
content-encoding: gzip
content-type: application/json; charset=utf-8
82 Sep 2020 68 GHT
oFDuH+refts"
Responses
Code Description

Actual Server response body Actual Server response Header

The curl command that is generated on execution, can be used to generate the API calls on the actual
client application, or on other HTTP test tools (such as Postman).
It contains the exact HTTP request that is sent to the server.

Pressing the “Clear” button will hide all the information that is related to the endpoint execution
(request + response).

Atomation Inc. | 190 Carondelet, Suite 1130 | St. Louis, MO 63105

www.atomation.net | (314) 279-0150



http://www.atomation.net/

A+-OMA-ION

Endpoints that require authentication have the lock icon next to them.
The icon is grey when no authentication settings were given.

In order to provide authentication information:

1. Execute auth/login endpoint call (or auth/token endpoint in case you already have an expired token)

2. Provide the response’ token to the APl test mechanism by clicking the “Authorize” button (on top of
the page)

3. It will open the following dialog:

Available authorizations

bearerAuth (apiKey)

4. In the edit box type “Bearer “ and paste the token

5. press “Authorize” and then “Close”

At this point the lock icon next to the endpoint should turn from grey to black, and executing the
endpoint will now add the token information in the HTTP header as requested.
This information will be visible of course in the curl command output.
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